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Preface: Who This Book Is For

This book assumes you can already read a training loop, reason about gradients and loss landscapes, and
have opinions about attention mechanisms and RLHF. It does not re-derive backpropagation or explain
what an embedding is. What it does is build quantum computing from first principles for exactly this
reader — someone fluent in the linear algebra and optimization vocabulary of deep learning who has
never needed to think about unitary evolution, measurement collapse, or qubit decoherence, and now
wants to.

The path here deliberately leans on what you already know. A qubit's superposition is not magic — itis a
normalized vector in a complex vector space, the same object you already manipulate as a hidden state,
just with different rules for how it evolves and how you're allowed to read it out. A parameterized
quantum circuit is not fundamentally alien — it is a differentiable function with trainable parameters,
evaluated on hardware with a very different noise profile than a GPU. Holding onto these analogies,
precisely and without overclaiming, is how this book tries to get you productive faster than a physics-
first treatment would.

The later parts of the book go somewhere more unusual: quantum phase-locked neuron networks
(QPLNN), an active and still-forming research direction that combines the physics of coupled quantum
oscillators with neural computation. Where the field is genuinely established — quantum gates, QNNs,
post-quantum cryptography — this book teaches it as settled engineering knowledge. Where it is a
research frontier — QPLNN chief among them — this book is explicit about that, describes the
mechanism and the open questions honestly, and does not dress up a promising idea as a finished
product. You are experienced enough to want that distinction made clearly, and the field is young
enough that blurring it would do you a disservice.

Quantum computing will not replace your GPU cluster. For the foreseeable future it is a specialized
coprocessor for a narrow class of problems, accessed from a classical control loop that looks,
structurally, a lot like the training loops you already write. Understanding where that narrow class of
problems actually lies — and where it doesn't — is the most valuable thing this book can give you.
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PART I

Quantum Foundations for Classical ML Engineers

Building the quantum computational model on top of linear algebra you already know.
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PART | - CHAPTER 1

Why Quantum Matters to an Al Engineer Now

Three developments make quantum computing newly relevant to someone whose career has been
spent on classical deep learning. First, quantum hardware has crossed from single-digit to hundreds of
physical qubits with improving coherence, enough that variational algorithms are running real (if still
modest) workloads rather than pure simulation. Second, quantum machine learning has matured from a
purely theoretical curiosity into a field with concrete architectures — QNNs, quantum kernels, hybrid
guantum-classical pipelines — that borrow directly from the deep learning toolbox you already use.
Third, and most urgently from a systems-engineering standpoint, cryptographically relevant quantum
computers are a serious enough long-term threat to current public-key infrastructure that quantum-safe
migration is now a live engineering project at many organizations, independent of whether you ever
touch a qubit yourself.

What quantum computing is not, yet

It is not a faster classical computer for arbitrary workloads — there is no quantum speedup for most of
the matrix multiplications underlying a transformer forward pass, and there will not be one from the
algorithms known today. It is not a drop-in replacement for GPU training — current hardware has too
few qubits, too much noise, and no efficient way to load large classical datasets onto a quantum device
(the "input problem" that undercuts many optimistic quantum ML speedup claims, addressed directly in
Chapter 16). Holding this boundary clearly is what separates a useful mental model from cargo-cult
enthusiasm.

What it plausibly is, and on what timeline

Application Current state Honest timeline
Cryptographic threat to Algorithm (Shor's) proven; hardware not Migration is urgent now; the
RSA/ECC yet at required scale break itself is uncertain but
plausible within 10-20 years
Quantum simulation Genuine near-term advantage plausible for | Early practical value likely this
(chemistry, materials) specific molecules decade for narrow problems
Combinatorial optimization Variational approaches show promise; Advantage unproven at
classical solvers remain highly competitive meaningful scale; active open
question
Quantum machine learning Largely theoretical; input/output No credible near-term timeline
speedup on classical data bottlenecks unresolved for general advantage

The honest state of the field, in one sentence: quantum computing is real, progressing, and worth
understanding deeply — and almost none of your current deep learning workloads should be waiting on
it. This book teaches you where the exceptions to that rule genuinely lie.
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PART | - CHAPTER 2

The Postulates You Actually Need: State, Superposition,
Evolution

Quantum mechanics has more postulates than you need for computing. Four carry essentially all the
weight for an engineering treatment, and each maps onto something you already manipulate in deep
learning, with the mapping made precise rather than hand-waved.

1. State as a normalized complex vector

A qubit's state is a vector |} = a|0) + B| 1) in a two-dimensional complex Hilbert space, with |a|?+ |B]
z = 1. This is structurally identical to a normalized hidden-state vector, except the coefficients are
complex and the normalization is in the L2 (probability) sense rather than an arbitrary embedding norm.
An n-qubit system lives in a 2"-dimensional space — the exponential blowup that makes simulating large
quantum systems classically intractable, and the same exponential that (selectively, not universally)
some quantum algorithms exploit.

2. Superposition as linear combination, not parallel computation

The common pop-science framing — "a qubit computes both 0 and 1 at once" — is misleading in a way
that matters for algorithm design. Superposition is a linear combination in a vector space, exactly like a
weighted sum of basis vectors; the computational leverage comes not from superposition alone but
from interference (Chapter 8), where amplitudes for wrong answers are engineered to cancel and
amplitudes for right answers to reinforce. Treating superposition as free parallelism, without
interference doing the actual work, is the single most common misunderstanding engineers new to the
field carry in.

3. Evolution as unitary transformation

A closed quantum system evolves under a unitary operator U (UtU = |) applied to the state vector: | ')
= U| ). Unitary operators are norm-preserving and reversible by construction — there is no quantum
analog of a ReLU that discards information mid-circuit; every gate in a quantum circuit (before
measurement) is invertible. This is a genuinely different constraint than anything in a standard neural
network and shapes circuit design throughout Part IV.

4. Measurement as probabilistic, irreversible projection

Measuring a qubit in the computational basis returns 0 with probability |a|? or 1 with probability |B|?,
and collapses the state to the corresponding basis vector — the superposition is destroyed by the act of
reading it out. This has a direct, practical consequence for anyone used to inspecting activations freely
during debugging: you cannot cheaply peek at a quantum state mid-circuit without disturbing the
computation, which is why quantum debugging and quantum circuit evaluation rely heavily on running
the same circuit many times (shots) and building up statistics, a workflow closer to Monte Carlo
estimation than to a classical debugger.
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If you remember one thing from this chapter: superposition gives you a large space of possible states
to explore; interference and measurement are what turn that space into a useful answer. Most of
quantum algorithm design is about engineering the interference pattern, not about having "more
parallelism."
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PART | - CHAPTER 3

Qubits, Gates, and Circuits: The Computational Model

A quantum circuit is a sequence of unitary gates applied to a register of qubits, ending in measurement
— structurally a computational graph, the same conceptual object as a neural network's forward pass,
but built from unitary matrices instead of arbitrary differentiable operations.

Single-qubit gates as rotations

The most useful mental model for single-qubit gates is rotation on the Bloch sphere, a unit sphere
where each point represents a pure qubit state. The Pauli gates X, Y, Z are 180° rotations about their
respective axes; the Hadamard gate H maps |0) to an equal superposition (a|0) + B| 1) with |a|=|B]),
the workhorse gate for creating superposition; and parameterized rotation gates Rx(8), Ry(0), Rz(6) are
the trainable primitives used throughout variational algorithms and QNNs (Chapter 12) — the direct
guantum analog of a trainable weight.

# single-qubit gate matrices (illustrative)
H = (1/sqrt(2)) * [[1, 1],
[1, -111

Rz(theta) = [[exp(-1j*theta/2), O],
[0, exp(lj*theta/2)]]

# a parameterized single-qubit layer, directly analogous
# to a trainable affine transform in a classical layer
def rotation layer(qubit, theta x, theta y, theta z):

apply(Rx(theta x), qubit)

apply(Ry(theta y), qubit)

apply(Rz(theta z), qubit)

Multi-qubit gates and the source of entanglement

Two-qubit gates — most importantly CNOT (controlled-NOT) and controlled-phase gates — are what
create entanglement (Chapter 4) and correlations across qubits that have no classical analog. A circuit
built purely from single-qubit gates is classically simulable in polynomial time no matter how many
qubits it has; entangling gates are what push a circuit into the regime where classical simulation
becomes exponentially hard, and are therefore the resource genuinely responsible for any quantum
advantage.

Circuit depth as the quantum analog of network depth — with a harsher
cost

Circuit depth (the number of sequential gate layers) trades off against fidelity the way network depth
trades off against vanishing gradients, but the mechanism and severity are different: every additional
gate on real hardware accumulates more decoherence and gate error (Chapter 7), so on current noisy
devices, shallow circuits are not just a design preference but frequently a hard requirement for getting
any usable signal at all. This constraint shapes essentially every architecture decision in Part IV and V.
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Universality

A small, fixed set of gates — typically single-qubit rotations plus one entangling two-qubit gate like
CNOT — is universal, meaning any unitary operation on any number of qubits can be approximated to
arbitrary precision using only gates from that set, the quantum analog of a small set of classical logic
gates being Turing-complete. This is what lets a hardware vendor expose a modest native gate set and
still support arbitrary quantum algorithms via compilation.
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PART | - CHAPTER 4

Entanglement, Measurement, and the No-Cloning Theorem

Entanglement is the correlational structure that has no classical counterpart, and it is worth building real
intuition for it rather than treating it as an unexplained buzzword, because it is the actual resource that
distinguishes quantum from classical computation.

What entanglement actually is

Two qubits are entangled when their joint state cannot be written as a product (tensor factorization) of
individual single-qubit states — the pair carries information that isn't localized to either qubit
individually. The canonical example, a Bell state (|00) + | 11))/v2, has the property that measuring the
first qubit instantly determines the outcome of measuring the second, even though neither qubit alone
had a definite value before measurement. This is correlation, not communication — no information
travels faster than light, a common and important misconception to correct explicitly, since it has direct
bearing on why entanglement cannot be used for classical communication on its own.

Entanglement as a computational resource, not just a curiosity

For an ML engineer, the useful framing is: entanglement lets a quantum circuit represent correlations
across variables using exponentially fewer parameters than an explicit classical joint distribution would
require, in the specific cases where the correlational structure is amenable to efficient quantum
representation. This is the theoretical basis for why quantum kernels and quantum feature maps
(Chapter 13) are conjectured to access feature spaces that are expensive or intractable to represent
classically — though, as Chapter 16 covers in detail, a theoretical representational advantage does not
automatically translate into a practical learning advantage.

The no-cloning theorem and its engineering consequences

An arbitrary unknown quantum state cannot be copied exactly — there is no quantum operation that
takes an unknown |} and produces two independent copies of it. This has concrete downstream
consequences you'll encounter repeatedly: you cannot checkpoint and duplicate a mid-circuit quantum
state the way you'd copy a tensor; you cannot naively build a quantum analog of data augmentation by
duplicating quantum-encoded training examples; and quantum error correction (Chapter 7) has to work
around this constraint using redundancy encoded across multiple physical qubits rather than simple
duplication.

Why this matters for quantum-safe cryptography, previewed

No-cloning is also the physical principle underlying quantum key distribution's security guarantee — an
eavesdropper intercepting a quantum-encoded key cannot copy it undetected, because any
measurement attempt disturbs the state. This is a different mechanism from the post-quantum
cryptography covered in Part VI, which relies on hard classical math problems rather than quantum
physical principles; the two are complementary, not competing, approaches to the same threat, and the
distinction is worth having clear before Chapter 17.

10
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PART Il
The Quantum Stack

Hardware modalities, the physics of control, and the long road to fault tolerance.

12
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QUANTUM COMPUTING FOR Al ENGINEERS

Quantum Hardware: Qubit Modalities and Their Tradeoffs

There is no single dominant qubit technology the way GPUs dominate classical deep learning hardware
— several physical implementations are actively competing, each with a distinct profile of coherence
time, gate fidelity, connectivity, and scalability path, and an Al engineer evaluating quantum cloud
offerings needs at least a working map of the landscape.

Modality Mechanism Strengths Challenges

Superconducting Josephson-junction circuits Fast gates; strong industry Short coherence times;
cooled to millikelvin investment; mature control requires extreme
temperatures stack cryogenics

Trapped ion lons held in electromagnetic | Very high gate fidelity; long Slower gate speeds;
traps, manipulated with coherence times scaling connectivity is
lasers hard

Photonic Qubits encoded in properties | Operates at room Probabilistic gates

of photons

temperature; natural for
networking

historically hard to scale
deterministically

Neutral atom

Individual atoms trapped
with optical tweezers

Strong recent scalability
progress; flexible
connectivity

Still maturing gate fidelity
relative to
superconducting

Topological
(experimental)

Encodes information in
topological states resistant to
local noise

Theoretically strong intrinsic
error resistance

Not yet experimentally
realized at useful scale

What matters for an engineer choosing a platform today

e Qubit count alone is a poor proxy for usable capability — gate fidelity and connectivity often matter
more than raw qubit count for what a given circuit can actually run correctly.

e Native connectivity topology (which qubits can directly interact) shapes circuit compilation cost — a
circuit requiring interaction between distant qubits on a limited-connectivity device needs extra
SWAP gates that add noise, the quantum analog of a costly all-to-all communication pattern on
distributed classical hardware.

¢ Cloud access abstracts most of this for experimentation, but production workloads with tight fidelity
requirements still need to reason about the underlying hardware's error profile, not just treat it as
an opaque black box.

The cryogenics and control-electronics reality

Most current leading platforms require substantial supporting infrastructure — dilution refrigerators
reaching near absolute zero for superconducting qubits, complex laser and vacuum systems for trapped-
ion and neutral-atom platforms — that has no analog in classical computing's relatively simple power-
and-cooling requirements. This is a meaningful part of why quantum computing remains predominantly

13
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a cloud-accessed resource rather than something run on local hardware, and why the physical scaling
challenges are as significant as the algorithmic ones.

14
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PART Il - CHAPTER 6

Quantum Oscillators and the Physics of Control

Quantum oscillators — physical systems with quantized energy levels analogous to a classical harmonic
oscillator, but subject to quantum mechanical rules — are the underlying physical substrate for how
qubits are actually controlled and manipulated on real hardware, and understanding them is what turns
the abstract gate model of Part | into something you can reason about at the hardware level.

The quantum harmonic oscillator, briefly

A quantum harmonic oscillator has evenly spaced discrete energy levels, unlike the continuous energy
spectrum of its classical counterpart. Superconducting qubits are, physically, built from anharmonic
oscillators — deliberately engineered so the spacing between the lowest two energy levels differs from
the spacing between higher levels, which is what allows the lowest two levels to be isolated and
addressed as a clean |0)/| 1) qubit rather than bleeding into higher, unwanted states. This
anharmonicity is a central design parameter in superconducting qubit engineering, trading off qubit
addressability against susceptibility to certain noise channels.

Driving transitions: how a gate is physically implemented

A single-qubit gate is physically implemented by applying a precisely shaped microwave (or laser, for
trapped-ion and neutral-atom systems) pulse tuned to the qubit's transition frequency, driving a
controlled rotation between energy levels — the physical realization of the abstract rotation gates from
Chapter 3. Pulse shape, duration, and amplitude are all carefully calibrated parameters; this calibration
process, run continuously to compensate for hardware drift, is a meaningful part of what a quantum
hardware provider's control stack does behind the scenes, invisible to a user submitting circuits through
a high-level SDK.

Coupled oscillators and multi-qubit interaction

Two-qubit gates are implemented by physically coupling oscillators — for instance, via a shared
microwave resonator bus in superconducting architectures — so that the state of one qubit influences
the effective energy levels of another, enabling controlled interaction. The coupling strength, and how
precisely it can be turned on and off, directly determines two-qubit gate speed and fidelity, and is one of
the harder engineering problems in scaling connectivity across large qubit arrays.

Phase, synchronization, and why it matters beyond hardware control

Because oscillators are characterized by both amplitude and phase, the relative phase between coupled
quantum oscillators is a physically meaningful, controllable quantity — and the degree to which coupled
oscillators lock into a stable phase relationship (synchronization) is a well-studied phenomenon in
classical nonlinear dynamics (the Kuramoto model being the canonical classical example) with a
guantum analog that is an active research area in its own right. This phase-synchronization
phenomenon, extended from a hardware-control concept into a proposed computational primitive, is

15
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the physical basis for the QPLNN architecture introduced in Chapter 14 — worth flagging here so the
connection is clear before that chapter builds on it.

16
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PART Il - CHAPTER 7

Noise, Error Correction, and the Road to Fault Tolerance

Every physical qubit is coupled, unavoidably, to its environment, and that coupling causes decoherence
— the gradual loss of quantum information into uncontrolled degrees of freedom. Managing this is the
central engineering challenge of the field, and it shapes essentially every practical decision about what
can be run on today's hardware.

The two decoherence timescales

T1 (relaxation time) characterizes how long a qubit retains energy before decaying toward its ground
state; T2 (dephasing time) characterizes how long the phase relationship in a superposition survives
before randomizing. Both are typically in the microsecond-to-millisecond range on current leading
hardware, which bounds circuit depth directly — a circuit whose total gate execution time approaches
T1 or T2 will produce unreliable results regardless of how correct the algorithm is.

Gate error and the error budget

Beyond decoherence, each physical gate has an imperfect fidelity — typically expressed as an error rate
per gate, currently on the order of 0.1% to 1% for two-qubit gates on leading platforms. Errors
compound multiplicatively across a circuit, so a circuit with a hundred sequential two-qubit gates at
0.5% error per gate has a substantial cumulative chance of at least one error — the direct hardware
reason shallow-circuit design (Chapter 3) is not optional on near-term devices.

Quantum error correction, conceptually

Classical error correction can freely copy bits for redundancy; quantum error correction cannot, because
of no-cloning (Chapter 4), and instead encodes one logical qubit's information redundantly across the
entangled state of many physical qubits, detecting and correcting errors through carefully designed
measurements (syndrome extraction) that reveal error information without directly measuring, and thus
collapsing, the encoded logical state. The surface code is the most widely pursued approach on near-
term superconducting hardware, requiring roughly hundreds to over a thousand physical qubits per
logical qubit at currently demonstrated error rates — the core reason fault-tolerant quantum computing
remains a multi-year engineering roadmap rather than a near-term capability.

NISQ: the era we're actually in

Noisy Intermediate-Scale Quantum (NISQ) describes the current regime: tens to low thousands of
physical qubits, no error correction (or only partial, error-mitigation-style approaches), and no logical
qubits in the fault-tolerant sense. Essentially everything practical run on quantum hardware today —
including the variational algorithms and QML architectures in Parts Il through V — is a NISQ-era
technique, explicitly designed to extract useful signal despite noise rather than assuming it away.
Understanding this framing is essential for correctly calibrating expectations about any near-term
quantum ML result you encounter.

17
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Every current quantum ML benchmark result you'll read about was run on NISQ hardware or in
noiseless simulation. Read every such result asking which one it was, and if it was simulation, ask
whether the claimed advantage survives the noise model of real hardware — this single question
filters out a large fraction of overclaimed quantum ML results in circulation.

18
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PART Il

Quantum Algorithms and Complexity

The canonical algorithms, the variational paradigm that dominates near-term hardware, and where
quantum genuinely beats classical.

19
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PART il - CHAPTER 8

The Algorithmic Zoo: Grover, Shor, and Why They Matter to
ML

A handful of canonical algorithms define what quantum computers are provably good at, and
understanding their actual speedup — not the popularized version — is essential to reasoning correctly
about quantum ML claims.

Grover's algorithm: quadratic speedup for unstructured search

Grover's algorithm finds a marked item among N unstructured items in O(vVN) queries versus O(N)
classically — a quadratic, not exponential, speedup, achieved by repeatedly applying an amplitude-
amplification step that increases the probability of measuring the correct answer through constructive
interference. The quadratic (not exponential) nature of this speedup matters enormously in practice: for
it to be useful, N has to be large enough that VN is still a meaningful improvement after accounting for
the substantial constant overhead of running on real quantum hardware, which rules out most modest-
sized classical ML search or optimization subproblems as realistic near-term targets.

Shor's algorithm: exponential speedup for factoring

Shor's algorithm factors large integers in polynomial time, versus the best known classical algorithms
which run in sub-exponential but still super-polynomial time — a genuine, exponential-class advantage,
and the reason RSA and elliptic-curve cryptography are considered broken by a sufficiently large fault-
tolerant quantum computer. It relies on the quantum Fourier transform to extract periodicity efficiently,
a technique that recurs throughout quantum algorithms with structure to exploit. This is the algorithm
underlying the quantum-safe cryptography urgency discussed in Part VI, and it requires a fault-tolerant,
error-corrected quantum computer at a scale well beyond current NISQ hardware — an important
distinction from the near-term-runnable variational algorithms in the next chapter.

The quantum Fourier transform and its ML echo

The QFT is the quantum analog of the discrete Fourier transform, computable exponentially faster than
its classical counterpart — but, importantly, that speedup applies to transforming a quantum state
already encoded on the device, not to transforming classical data you'd have to first load onto the
device, which reintroduces the input-loading bottleneck flagged in Chapter 1 and revisited seriously in
Chapter 16.

Why most known quantum speedups don't touch deep learning directly

The provable exponential speedups (Shor's, some quantum simulation problems) apply to specific
structured problems that don't map onto the dense linear algebra dominating transformer training and
inference. The genuinely relevant open question for an ML engineer is not "does quantum computing
have speedups" (it does, provably, for specific problems) but "do any of those speedup-bearing problem
structures show up inside workloads | actually care about"” — which, honestly assessed, is true for a

20
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narrow set of optimization and simulation subproblems and not true for the bulk of current deep
learning workloads.

21
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PART Il - CHAPTER 9

Variational Algorithms and the NISQ Era

Variational quantum algorithms are the dominant practical paradigm on today's noisy hardware, and
they are the algorithm family an ML engineer will find most immediately familiar, because the training
loop is essentially the same shape as classical gradient-based optimization.

The variational loop

1. Prepare a parameterized quantum circuit (an ansatz) with trainable gate parameters 6, analogous to
a neural network's weights.

2. Run the circuit on quantum hardware (or a simulator), measure, and compute a cost function from
the measurement statistics — for example, the expectation value of some observable.

3. Compute or estimate the gradient of the cost function with respect to 8, using techniques like the
parameter-shift rule, a method for obtaining exact gradients of quantum circuits by evaluating the
circuit at shifted parameter values — analogous in purpose to backpropagation, though
mechanically quite different.

4. Update 0 using a classical optimizer (Adam and other familiar optimizers are used directly), and
repeat.

# variational training loop (illustrative, hybrid quantum-classical)

theta = initialize parameters()

for step in range(num steps):
cost = evaluate on _quantum_hardware(ansatz, theta, observable)

grad = parameter shift gradient(ansatz, theta, observable)
theta = classical optimizer.step(theta, grad) # e.g. Adam, on a CPU/GPU

Why this hybrid loop is the practical shape of near-term quantum ML

Notice that only circuit evaluation happens on quantum hardware — the optimizer update, and typically
the classical pre/post-processing, run on ordinary classical compute. This hybrid quantum-classical loop,
not a pure quantum program, is the practical shape of essentially every near-term quantum ML system,
including the QNNs in Chapter 12 and the hybrid architectures in Chapter 15. If you've built a training
loop that calls out to an external service for part of the forward pass, the control-flow shape here will
feel immediately familiar.

VQE and QAOA: the two flagship variational algorithms

The Variational Quantum Eigensolver (VQE) finds the ground-state energy of a quantum system (a
molecule, for instance) by variationally minimizing an energy expectation value — currently one of the
more credible near-term application areas, relevant to quantum chemistry and materials simulation. The
Quantum Approximate Optimization Algorithm (QAOA) applies the same variational paradigm to
combinatorial optimization problems, encoding a cost function into a Hamiltonian and variationally
searching for low-energy (low-cost) solutions — an active research area, though its advantage over
strong classical heuristics on realistic problem sizes remains genuinely unsettled, a point returned to in
Chapter 16.

22
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PART Il - CHAPTER 10

Quantum Complexity Theory for ML Engineers

A working, non-rigorous map of complexity classes is enough to reason well about quantum claims
without a full theoretical-computer-science background — enough to ask the right skeptical question
when a paper or vendor claims quantum advantage.

The classes that matter

Class Informal meaning Why it matters here

P Solvable efficiently on a classical computer | The baseline — if a classical algorithm is already
in P, a quantum algorithm needs a different kind
of edge (constant factor, not complexity class)
to matter practically

NP Efficiently checkable, not necessarily Where most combinatorial optimization and
efficiently solvable classically many ML-adjacent problems live
BQP Efficiently solvable on a quantum computer | The class quantum algorithms target; BQP is
believed (not proven) to contain problems
outside P
QMA The quantum analog of NP — quantumly Relevant to quantum simulation and some
checkable quantum chemistry problems

What 'quantum advantage' actually claims, precisely

A rigorous quantum advantage claim asserts that a specific problem is in BQP but not efficiently solvable
classically (not known to be in P), demonstrated either by a proof (rare) or by an empirical
demonstration that no known classical algorithm or classical hardware can match the quantum result in
reasonable time (the more common, and more contestable, form). The empirical form is inherently
provisional — a better classical algorithm or more efficient classical simulation technique can and
repeatedly has narrowed or eliminated claimed advantages after the fact, which is exactly what
happened to several early quantum supremacy demonstrations as classical simulation techniques
improved in response.

The practical skepticism this should produce

When evaluating any quantum ML advantage claim, ask three questions in sequence: is the comparison
against a genuinely strong classical baseline (not a weak one chosen to make the quantum result look
better), does the claimed advantage persist when accounting for realistic NISQ noise rather than a
noiseless simulator, and does the problem size at which advantage is claimed actually matter for a real
workload, or is it only asymptotic and untestable at any size anyone can currently run. Very few current
guantum ML papers clear all three bars, which is not a criticism of the field's genuine long-term
potential so much as an accurate description of where the field actually stands today.
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PART IV

Quantum Machine Learning

Where classical ML architecture and quantum computation genuinely meet.
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PART IV - CHAPTER 11

Foundations of Quantum Machine Learning

Quantum machine learning spans a spectrum of how much of the pipeline is actually quantum, and
being precise about where on that spectrum a given technique sits is essential to evaluating it honestly.

Four quadrants of QML

Data Model Example

Classical Classical Ordinary deep learning — not QML, included for contrast

Classical Quantum A QNN trained on classical data encoded onto qubits —
the most common near-term QML pattern, and the focus
of this part

Quantum Classical Classical ML applied to data naturally produced by

quantum experiments or sensors

Quantum Quantum A fully quantum pipeline processing quantum-native data
— rare in current practice, mostly relevant to quantum
simulation and quantum sensing applications

The data-encoding bottleneck, up front

Loading classical data onto a quantum device (encoding) is itself a nontrivial and often costly step, and
the choice of encoding scheme materially affects both what the quantum model can represent and how
expensive the encoding itself is. Amplitude encoding packs N classical features into log,(N) qubits,
exponentially efficient in qubit count but requiring a state-preparation circuit whose depth can itself
scale unfavorably; angle encoding maps each feature to a rotation angle on a dedicated qubit, simple
and shallow but requiring one qubit per feature, which does not scale to high-dimensional classical data
(like raw image pixels or token embeddings) on near-term hardware. This encoding choice is frequently
the actual bottleneck in a QML pipeline's practicality, more so than the trainable model that follows it.

What a quantum model can, in principle, offer

The two most credible theoretical arguments for quantum ML advantage are access to feature spaces
that are classically hard to represent or compute with efficiently (the basis for quantum kernels, Chapter
13), and provable advantages for learning specific classes of functions with structure that aligns well
with quantum computation — a narrower and more technical claim than "quantum ML is generally
more powerful," and one that applies to specific, often somewhat contrived, problem classes rather
than general-purpose learning tasks like the ones dominating current industry ML workloads.
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PART IV - CHAPTER 12

Quantum Neural Networks (QNN): Architectures and Training

A quantum neural network is, most concretely, a parameterized quantum circuit (PQC) used as a
trainable function approximator within the variational loop from Chapter 9 — the term "neural
network" is an analogy to the classical architecture it plays a similar functional role to, not a claim that it
contains anything resembling classical neurons.

Anatomy of a QNN

5. Data encoding layer — classical input features mapped onto qubit rotations (Chapter 11's encoding
schemes), the quantum analog of an input embedding layer.

6. Variational (ansatz) layers — alternating trainable single-qubit rotations and fixed entangling gates,
repeated for some number of layers, analogous to stacked network layers; more layers increase
expressivity but also increase circuit depth, trading off against the noise constraints from Chapter 7.

7. Measurement/readout layer — measuring one or more qubits and computing an expectation value,
the quantum analog of a final linear layer producing a scalar or small output vector.
# QNN forward pass sketch (illustrative, e.g. via a library like PennylLane)
def gnn circuit(x, theta):
encode features(x) # data encoding layer
for layer in range(num_layers):
apply rotations(theta[layer]) # trainable variational layer

apply entangling gates() # fixed structure, e.g. ring of CNOTs
return measure expectation(observable=Pauliz(0))

Training: parameter-shift gradients and hybrid backprop

Unlike classical automatic differentiation, gradients of a quantum circuit's output with respect to its
parameters are typically obtained via the parameter-shift rule, evaluating the circuit at 6+1/2 and 6-11/2
shifted parameter values and combining the results — exact (not approximate, unlike classical finite-
difference methods) for the common gate types used in QNN ansitze, but requiring two additional
circuit evaluations per parameter per gradient step, a real and often dominant cost driver at scale. When
a QNN is embedded inside a larger classical pipeline (Chapter 15), the parameter-shift gradient is
typically wired into a standard classical autodiff framework as a custom gradient function, letting the
rest of the pipeline train with ordinary backpropagation around the quantum layer.

Expressivity versus trainability, the QNN version of a familiar tradeoff

A QNN ansatz's expressivity (how rich a function class it can represent) generally trades off against
trainability, mirroring the classical capacity-versus-optimizability tension — but the quantum-specific
failure mode, barren plateaus, is often more severe than classical vanishing gradients and is the subject
of the next chapter, since it is arguably the single biggest practical obstacle to scaling QNNs today.
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PART IV - CHAPTER 13

Feature Maps, Kernels, and the Trainability Problem

Two QML techniques deserve separate treatment from general QNNs: quantum kernel methods, which
sidestep some of the QNN training difficulty by borrowing the classical kernel-trick framing, and barren
plateaus, the trainability pathology that currently limits how far QNN-style approaches can scale.

Quantum feature maps and kernels

A quantum feature map encodes classical data into a quantum state, and the inner product between
two such encoded states defines a quantum kernel — directly analogous to the classical kernel trick,
where a kernel function implicitly computes similarity in a high-dimensional feature space without
explicitly constructing it. The quantum version's appeal is that certain quantum feature maps are
conjectured to be classically hard to simulate, meaning the corresponding kernel may be inaccessible to
any efficient classical kernel method — a more theoretically grounded advantage claim than most QNN
speedup claims, though still narrow: it applies to the specific class of problems where that hard-to-
simulate structure is actually present in the data, which is not guaranteed and not always easy to verify
in advance.

# quantum kernel estimation sketch (illustrative)
def quantum kernel(x1l, x2):

statel = feature map circuit(x1)

state2 = feature map circuit(x2)

return abs(inner product(statel, state2)) ** 2

# used exactly like a classical kernel inside, e.g., an SVM
kernel matrix = [[quantum kernel(xi, xj) for xj in X] for xi in X]
model = SVC(kernel='precomputed').fit(kernel matrix, y)

Barren plateaus: the trainability crisis

As qubit count and circuit depth grow, the gradient of a randomly initialized, sufficiently expressive
PQC's cost function tends to vanish exponentially with system size across almost the entire parameter
landscape — a barren plateau. This is structurally related to classical vanishing gradients but is often
more severe and harder to escape, because it is a near-flat landscape almost everywhere, not just in
specific saturated regions, making gradient-based optimization essentially uninformative once a circuit is
large and deep enough.

Mitigation strategies, honestly assessed

e Problem-inspired ansitze that encode known structure (e.g., from the physical system being
modeled) rather than a generic expressive circuit, trading some expressivity for a landscape more
amenable to optimization.

e Layer-wise or greedy training strategies that build up circuit depth gradually, keeping early training
in a regime where gradients remain informative.

e Careful, structured parameter initialization schemes shown to reduce (though not eliminate) barren-
plateau severity for specific ansatz families.
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e Restricting circuit width and depth deliberately, accepting a ceiling on model capacity in exchange
for remaining in a trainable regime — often the most reliable near-term mitigation, and a real
constraint on how large a QNN can practically be trained today.

No currently known technique eliminates barren plateaus for arbitrary expressive ansatze at scale; this
remains one of the most actively researched open problems in the field and a primary reason QML has
not yet scaled to problem sizes competitive with classical deep learning on general tasks.
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PART V

Advanced and Emerging Architectures

A research-frontier neural architecture, hybrid systems for GenAl, and how to evaluate the claims
honestly.
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PART V - CHAPTER 14

Quantum Phase-Locked Neuron Networks (QPLNN): A
Research Frontier

Quantum Phase-Locked Neuron Networks are an emerging, still-forming research direction — not yet a
standardized or widely benchmarked architecture — that extends the coupled-oscillator physics from
Chapter 6 into an explicit computational primitive for neural-style computation. This chapter treats it
accordingly: as a coherent, well-motivated research idea worth understanding deeply, with its
mechanism and open questions both stated plainly, rather than as settled engineering practice.

The core idea: phase as the computational variable

Where a QNN (Chapter 12) primarily computes with rotation angles and measured expectation values, a
QPLNN-style architecture proposes using the relative phase relationships among a network of coupled
quantum oscillators as the primary carrier of information, with each 'neuron' realized as an oscillator
whose phase evolves under coupling to its neighbors. The classical inspiration is the Kuramoto model of
coupled oscillator synchronization, well studied in nonlinear dynamics: a network of oscillators with
individual natural frequencies, coupled with some strength, will — above a coupling threshold —
spontaneously synchronize into a shared phase pattern, and the specific synchronized (or partially
synchronized) pattern that emerges is a function of the network's structure and inputs.

Why phase-locking is an appealing computational metaphor

e Pattern completion and associative memory — synchronized oscillator networks naturally settle into
stable phase configurations from partial or noisy input, a dynamic reminiscent of attractor-network
models of associative memory in classical neuroscience-inspired ML, but realized with the richer
state space quantum oscillators provide.

¢ Native handling of oscillatory and temporal data — a phase-based representation is arguably a more
natural fit for signals with intrinsic periodicity or timing structure than an amplitude-only
representation, an open research question with plausible but not yet conclusively demonstrated
relevance to time-series and signal-processing tasks.

e A physically grounded readout mechanism — because phase-locking is a genuine physical
phenomenon in coupled quantum oscillator hardware (Chapter 6), a QPLNN-style architecture has a
plausible, hardware-native implementation path on some qubit modalities, rather than requiring a
synthetic mapping from an abstract model onto gate-based circuits.

What is genuinely unresolved

As of this writing, QPLNN-style architectures lack the things that would make them settled engineering
practice: a standardized architecture specification that different research groups converge on, published
benchmarks against strong classical and QNN baselines on realistic tasks, a well-characterized training
procedure with understood convergence properties, and demonstrated results on real (rather than
purely simulated) quantum hardware at any meaningful scale. Readers encountering strong claims
about QPLNN performance should apply exactly the skepticism framework from Chapter 10 — ask what
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baseline it's compared against, whether the result holds under realistic NISQ noise, and whether the
demonstrated scale says anything about a scale that would matter practically.

Why it's worth learning now anyway

Understanding QPLNN's mechanism — coupled quantum oscillators, phase as an information-bearing
variable, synchronization dynamics as computation — is valuable independent of whether this specific
architectural framing becomes a dominant paradigm, because the underlying physics (Chapter 6) and
the underlying computational metaphor (oscillator networks as associative or pattern-completing
systems) are both likely to recur in whatever the field converges on next. An engineer who understands
the mechanism deeply is well positioned to evaluate the next several years of research claims in this
space critically, which is a more durable skill than memorizing any single architecture's current
specification.

Treat QPLNN, honestly, the way you'd treat a promising but unproven architecture paper in classical
deep learning three years before it either became foundational or quietly disappeared from the
literature: understand the mechanism well enough to evaluate the next claim about it yourself, and
don't bet a production system on it yet.
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PART V - CHAPTER 15

Hybrid Quantum-Classical Architectures for GenAl and LLMs

Given the current state of quantum hardware (Part II) and QML trainability (Chapter 13), essentially
every practically relevant near-term application involving generative Al or large language models is a
hybrid architecture — a quantum component embedded within a larger classical pipeline, not a
guantum replacement for the pipeline itself. Setting expectations accurately here matters more than
almost anywhere else in the book, given how much hype surrounds "quantum LLMs" specifically.

Where a quantum component can plausibly help today

e A quantum kernel or QNN as a specialized sub-component for a narrow, well-scoped subtask — for
instance, a quantum-enhanced feature extractor feeding into an otherwise classical downstream
model, evaluated rigorously against a classical feature extractor as baseline.

¢ Quantume-inspired classical algorithms — tensor-network methods and other techniques originally
developed for quantum simulation, run entirely on classical hardware, that have independently
proven useful for compressing and approximating certain large classical models; these deliver real,
current value without touching quantum hardware at all, and are a frequently overlooked practical
entry point for an ML team wanting to engage with quantum-adjacent ideas today.

e Quantum optimization as a subroutine within a larger classical training or fine-tuning pipeline,
applied narrowly to a discrete optimization subproblem where classical heuristics genuinely
struggle, with a clear fallback to the classical approach when quantum resources aren't available or
don't help.

What ‘quantum LLM' claims usually actually mean

Be precise about what a specific claim is asserting: a QNN-based attention or embedding sub-layer inside
an otherwise fully classical transformer is a genuinely defensible hybrid research direction, worth
evaluating on its stated merits; a claim that an entire multi-billion parameter language model runs "on a
guantum computer" is not currently physically plausible given qubit counts, and should be read as either
marketing, a much smaller and narrower demonstration than the headline suggests, or a quantum-
inspired classical technique being described loosely. This distinction is worth making explicitly and often
when this topic comes up with stakeholders, because the gap between the plausible and the implausible
version of this claim is exactly where hype accumulates.

A realistic integration pattern

# hybrid pipeline shape (illustrative)

classical embedding = transformer encoder(input tokens)

quantum_features = quantum_kernel layer(classical embedding) # narrow, well-scoped
combined = concatenate(classical embedding, quantum_ features)

output = classical decoder(combined)

# quantum call is one bounded, swappable component —

# the pipeline still functions (with a quality tradeoff) if it's disabled

Design any production hybrid pipeline so the quantum component is bounded, swappable, and the
system degrades gracefully to a classical-only fallback when it's unavailable or underperforming — the
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same resilience discipline you'd apply to any other experimental or unreliable external dependency,
covered in the companion technical volume on agentic and production Al systems.
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PART V - CHAPTER 16

Benchmarking and Honest Evaluation of QML Claims

Given how much of this part deals with genuinely uncertain and actively contested claims, this chapter
consolidates a concrete evaluation framework — the questions to walk through, in order, whenever you
encounter a quantum ML result, whether in a paper, a vendor pitch, or an internal proposal.

A seven-question evaluation checklist

8. What is the classical baseline, and is it a genuinely strong one — a well-tuned modern classical
method, not a weak or outdated comparison chosen to flatter the quantum result?

9. Was the result obtained on real hardware or in noiseless simulation, and if simulation, does the
claimed advantage survive a realistic NISQ noise model?

10. Does the result address the data-encoding cost (Chapter 11) — is the cost of loading classical
data onto the device counted in the comparison, or conveniently excluded?

11.  Isthe claimed advantage asymptotic (proven only for problem sizes larger than anyone can
currently run) or demonstrated at a scale that has some bearing on a real workload?

12.  Is the problem structure genuinely suited to quantum computation's known strengths (Chapter
10's complexity framing), or is quantum being applied to a problem class with no known reason to
expect advantage?

13.  Has the result been independently reproduced, or does it rest on a single group's
implementation and hardware access?

14.  What specifically is claimed to scale, and does the paper or pitch show evidence of that scaling
trend, or just a single favorable data point?

Building an internal evaluation practice

For any organization seriously exploring QML, stand up the same evaluation-driven discipline described
for classical Al systems in the companion technical volume: a documented baseline, a reproducible
benchmark suite specific to your actual candidate use cases, and a default skepticism toward vendor-
reported benchmarks that haven't been independently verified against your own baseline and your own
data. This is not unique cynicism toward quantum computing — it is the same rigor a mature ML
organization already applies to any new classical technique before adopting it, applied consistently to a
field where the hype-to-substance ratio is currently higher than most.

The field's honest, current headline is not "quantum machine learning doesn't work" — it
demonstrably does, for specific narrow problems, on specific narrow hardware, today. The headline
is "quantum machine learning does not yet outperform strong classical methods on the workloads
Imost ML organizations actually run," and treating that as a temporary, evolving state of affairs —
worth tracking closely, not worth betting production systems on yet — is the calibrated position for
2026.
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PART VI

Quantum-Safe Systems

The one part of this book with an unambiguous, near-term engineering mandate.
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PART VI - CHAPTER 17

Quantum-Safe Encryption: Threat Model and Post-Quantum
Cryptography

Unlike the QML material in Parts IV and V, quantum-safe cryptography is not a speculative frontier — it
is a concrete, near-term engineering requirement, because the threat (Shor's algorithm, Chapter 8, run
on a future fault-tolerant quantum computer) is well understood even though the timeline for a
cryptographically relevant quantum computer remains genuinely uncertain.

The threat model: harvest now, decrypt later

The most urgent, concrete risk is not a quantum computer breaking encryption live today — none
currently can — but adversaries harvesting encrypted data now, storing it, and decrypting it once a
sufficiently powerful quantum computer exists years from now. This makes the migration timeline a
function of how long your data needs to stay confidential, not a function of when quantum computers
are expected to arrive: data that must remain secret for twenty years is already at risk today under this
threat model, even with no quantum computer yet in existence.

What's actually vulnerable

Cryptographic primitive Quantum vulnerability
RSA, Diffie-Hellman, ECC (public-key) | Broken by Shor's algorithm on a fault- Migration to post-quantum
tolerant quantum computer alternatives is the active
mandate
AES, ChaCha20 (symmetric) Weakened by Grover's algorithm Generally addressed by
(quadratic, not exponential) doubling key length (e.g.,

AES-256), not full
replacement

SHA-2, SHA-3 (hashing) Similarly weakened, not broken, by Longer digest sizes provide
quantum search adequate margin

Post-quantum cryptography: math, not physics

Post-quantum cryptography (PQC) achieves quantum resistance through classical mathematical
problems believed hard even for quantum computers — primarily lattice-based problems (the basis for
CRYSTALS-Kyber, now standardized as ML-KEM, for key encapsulation, and CRYSTALS-Dilithium, now
ML-DSA, for digital signatures), along with hash-based signature schemes and a smaller set of code-
based and other approaches. This is fundamentally different from quantum key distribution's physics-
based security guarantee (Chapter 4) — PQC runs on entirely classical hardware and integrates into
existing protocols without requiring any quantum infrastructure, which is why it is the practical near-
term migration path for essentially every organization.
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Standardization status

NIST finalized its first set of post-quantum cryptography standards in 2024 — ML-KEM for key
encapsulation, ML-DSA and SLH-DSA for digital signatures — following a multi-year public evaluation
process, and these are now the reference algorithms organizations should be planning migrations
around rather than waiting for further consolidation. Treat this the way you'd treat any other finalized
cryptographic standard: implement against the standard, not against a pre-standardization candidate
that may have been deprecated during the evaluation process.
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PART VI - CHAPTER 18

Migrating Systems to Quantum-Safe Standards

Migrating a large system's cryptography is a substantial, multi-year engineering program with its own
discipline, closely analogous to any other major protocol or algorithm migration you've likely led or
contributed to — TLS version upgrades, hash algorithm deprecations — but with a broader blast radius,
since cryptographic primitives are embedded deep in infrastructure that's often not directly visible to
application teams.

A phased migration approach

15.  Cryptographic inventory — systematically identify every place your systems use vulnerable
public-key cryptography: TLS termination points, VPNs, code-signing infrastructure, embedded
device firmware, long-term data-at-rest encryption, and third-party dependencies whose
cryptographic choices you don't directly control.

16.  Prioritize by the harvest-now-decrypt-later risk model from Chapter 17 — systems protecting
data with long confidentiality requirements move first, regardless of how central they seem to day-
to-day operations.

17.  Adopt crypto-agility as an architectural principle — design systems so the cryptographic
algorithm is a configurable, swappable component, not hardcoded deep in application logic, so the
next migration (there will be one) is materially cheaper than this one.

18.  Favor hybrid schemes during transition — combining a classical algorithm with a post-quantum
algorithm so security holds even if a weakness is later found in the newer, less battle-tested PQC
algorithm, a standard risk-mitigation pattern during any cryptographic transition period.

19.  Validate performance impact early — PQC algorithms generally have larger key and signature
sizes and different computational profiles than the classical algorithms they replace, which can
affect network overhead, latency-sensitive handshakes, and constrained embedded devices;
measure this on your actual systems rather than assuming parity.

What to ask vendors and dependencies
e Does this vendor or library have a published post-quantum migration roadmap, and against which
NIST-finalized standard?

e For infrastructure you don't control directly (cloud provider TLS termination, managed database
encryption), what is their stated PQC timeline, and can you influence or accelerate it as a customer
requirement?

e For long-lived embedded or hard-to-update systems, is post-quantum migration even feasible on
current hardware, or does it require a hardware refresh cycle that needs to start now given how
long that cycle typically takes?

This is infrastructure work, not research work

Unlike QML in Part V, quantum-safe migration does not require deep quantum mechanics fluency to
execute well — it requires standard infrastructure migration discipline (inventory, risk-based
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prioritization, phased rollout, vendor management) applied to a cryptographic transition whose urgency
is driven by a threat model that is well understood even though its precise timeline is not. Organizations
that treat this as a research curiosity to revisit later, rather than an infrastructure program to start now,
are the ones most exposed under the harvest-now-decrypt-later threat model.
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PART VII

The Roadmap

How much quantum readiness an Al organization needs, and how to build fluency without overinvesting.
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A Maturity Model for Quantum Readiness in an Al
Organization

Level Characteristics

0 — Unaware

No cryptographic inventory; no engineers with working quantum fluency; no awareness of
QML as a research area relevant to the roadmap.

1 — Informed

Cryptographic inventory started; a small number of engineers (this book's reader) have
working quantum fluency; QML tracked as a watch-list research area.

2 — Piloting

Post-quantum migration underway for highest-risk systems; a small, well-scoped QML pilot
evaluated against the Chapter 16 framework, with no production dependency yet.

3 — Integrated

Crypto-agility is a standing architectural principle; QML pilots that cleared evaluation are
integrated as bounded, swappable hybrid components (Chapter 15) where genuinely
justified.

4 — Fluent

Quantum-safe cryptography is fully migrated across critical systems; the organization has
genuine, ongoing capability to evaluate and selectively adopt quantum computing advances
as the hardware and algorithmic landscape matures.

The two tracks in this model — quantum-safe migration and QML adoption — move at very different,
deliberately different, paces. Quantum-safe migration should be actively advancing toward Level 3-4
now, on the urgency described in Part VI. QML adoption should, for the large majority of organizations
in 2026, remain deliberately at Level 1-2 — genuine fluency and careful, bounded piloting, not
production dependency — until the trainability and advantage questions in Parts IV and V are further
resolved. Conflating the urgency of these two tracks, in either direction, is the most common strategic
misstep organizations make with this topic.

42



QUANTUM COMPUTING FOR Al ENGINEERS

PART VIl - CHAPTER 20

A Learning and Adoption Roadmap for Al Engineers

For your own technical fluency (first 3 months)

20.  Work through the linear-algebra-to-quantum-state mapping in Part | until qubits, gates, and
measurement feel as concrete as tensors and layers — this is the foundation everything else in the
book builds on.

21.  Run actual circuits on a quantum simulator and, once comfortable, on real cloud-accessible
hardware — the gap between simulated and real-hardware behavior (Chapter 7's noise discussion)
is something you need to see firsthand, not just read about.

22. Implement a small QNN (Chapter 12) end to end, including the parameter-shift gradient, on a
toy classification problem — the exercise that will make the hybrid training loop genuinely intuitive.

23.  Read two or three recent quantum ML papers using the seven-question evaluation framework
from Chapter 16, deliberately, to build the critical-reading habit before you need it for something
that matters.

For your organization's near-term roadmap (first year)

24.  Start the cryptographic inventory from Chapter 18 now, independent of any quantum ML
decisions — this workstream has clear urgency and doesn't depend on how the QML questions
resolve.

25. Identify one, and only one, well-scoped candidate use case for a QML pilot — ideally something
with a genuinely strong classical baseline already in place, so the evaluation in Chapter 16 has
something rigorous to compare against.

26.  Build internal fluency broadly before depth narrowly — a handful of engineers with working
knowledge across the whole stack (hardware constraints, algorithm families, honest evaluation) is
more valuable at this stage than one engineer with deep expertise in a single narrow technique.

27.  Track QPLNN and similar emerging architectures as a watch-list item, not a roadmap item —
revisit annually against the maturation signals named in Chapter 14 (standardized architecture,
independently reproduced benchmarks, real-hardware results at meaningful scale).

Longer horizon (multi-year)

28.  Reassess QML adoption level annually against the maturity model in Chapter 19 — the
trainability and hardware landscape is moving quickly enough that a yearly, not one-time,
reassessment is warranted.

29.  Complete quantum-safe migration for all critical systems well ahead of any specific predicted
guantum-computer timeline, on the harvest-now-decrypt-later logic from Chapter 17 — waiting for
certainty about the timeline defeats the purpose of the migration.

30.  Reuvisit this book's honest-assessment chapters (10, 16) as new results appear — the calibrated
skepticism framework, not any specific current benchmark number, is what should stay durable as
the field moves.
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Nine years into a deep learning career, you've almost certainly seen at least one over-hyped
architecture quietly fade and at least one genuinely transformative one arrive with far less initial
fanfare than it deserved. Apply exactly that pattern-recognition to quantum computing: build real
fluency now, invest proportionally to the evidence rather than the hype, keep the quantum-safe
migration moving regardless of how the rest resolves, and stay ready to move fast on whichever
parts of this field turn out to be the transformative one.
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Appendix: Reference Tables and Checklists

Quick-reference: quantum vs. classical vocabulary

Classical ML concept Quantum computing analog

Hidden state vector Quantum state vector (normalized, complex-valued)
Trainable weight Gate rotation angle (6 in Rx/Ry/Rz)

Forward pass Circuit execution + measurement

Backpropagation Parameter-shift rule (exact, not approximate)
Vanishing gradients Barren plateaus (related, often more severe)

Kernel trick Quantum kernel via feature-map inner product
Ensemble / weighted combination Superposition (with the interference caveat from Ch. 2)

QML pilot evaluation checklist (from Chapter 16)

e Strong, well-tuned classical baseline identified before the pilot starts.

e Real-hardware or realistic-noise-model results required, not noiseless simulation alone.

e Data-encoding cost included in any runtime or cost comparison.

e Claimed advantage checked against problem size actually achievable, not only asymptotic.

¢ Independent reproduction sought before treating any single result as decisive.

Quantum-safe migration checklist (from Chapter 18)
e Cryptographic inventory complete across TLS, VPN, code-signing, data-at-rest, and embedded
systems.
e Migration prioritized by data confidentiality lifetime, not by system visibility or convenience.
e Crypto-agility adopted as a standing architectural principle for future transitions.
e Hybrid classical + post-quantum schemes used during the transition period.

e Vendor and dependency PQC roadmaps confirmed against NIST-finalized standards.

This reference material is intentionally condensed; each item is expanded with full context in the
corresponding chapter.
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